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ABSTRACT

A method is proposed to estimate the fault tolerance of feedforward Artificial Neural Nets (ANNS)
and synthesize robust nets. The fault model abstracts a variety of failure modes of hardware im-
plementations to permanent stuck—at type faults okingle components. A procedure is developed to
build fault tolerant ANNSs by replicating the hidden units. It exploits the intrinsic weighted summation
operation performed by the processing units in order to overcome faults. It is simple, robust and is
applicable to any feedforward net. Based on this procedure, metrics are devised to quantify the fault
tolerance as a function of redundancy.

Furthermore, a lower bound on the redundancy required to tolerate all possible single faults is
analytically derived. This bound demonstrates that less than Triple Modular Redundancy (TMR)
cannot provide complete fault tolerance for all possible single faults. This general result establishes a
necessargondition that holds for all feedforward nets, irrespective of the network topology or the task
it is trained on. Analytical as well as extensive simulation results indicate that the actual redundancy
needed tosynthesizea completely fault tolerant net is specific to the problem at hand and is usually
much higher than that dictated by the general lower bound. The data implies that the conventional
TMR scheme of triplication and majority vote is the best way to achieve complete fault tolerance in
most ANNS.

Although the redundancy needed for complete fault tolerance is substantial, the results do show
that ANNs exhibit good partial fault tolerance to begin with (i.e., without any extra redundancy) and
degrade gracefully. The first replication is seen to yield maximum enhancement in partial fault toler-
ance compared to later, successive replications. For large nets, exhaustive testing of all possible single
faults is prohibitive. Hence, the strategy of randomly testing a small fraction of the total number links
is adopted. It yields partial fault tolerance estimates that are very close to those obtained by exhaus-
tive testing. Moreover, when the fraction of links tested is held fixed, the accuracy of the estimate
generated by random testing is seen to improve as the net size grows.
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| Introduction

Neural computing is rapidly evolving as a viable solution to several problems. For use in
applications requiring high reliability, ANNs have to be fault tolerant. The ANN should possess
a high degree of fault tolerance to begin with and its performance should degrade gracefully with
increasing number of faults. Fault tolerance of ANNSs is often taken for granted or treated as
a subsidiary issue [4, 16]. Investigations by Carter et. al. [4, 26] indicated that ANNs are not
always fault tolerant and demonstrated the need to quantitatively evaluate their robustness. Several
expositions have addressed various aspects of fault tolerance of ANNs [26]—-[21].

Simulation results on the XOR problem are reported in [6], but these are quite specific to this
one example and the underlying fault model. The emphasis of [19] is on recovery through re-
learning. The issue of on-line or operational fault tolerance is not considered there. Fault tolerance
of Hopfield type ANNSs for optimization problems was investigated in [23]. It, however, does not
address fault tolerance in trainable ANNs. Belfore et. al. have developed an analytical technique
for estimating the performance of ANNs in presence of faults [1, 2]. They construct a Markov
model for the ANN by drawing analogy with magnetic spin systems using statistical mechanics.
Emmerson et. al. studied fault tolerance and redundancy of neural nets for the classification of
acoustic data [7]. They found that a single layer perceptron (direct I/O connections without any
hidden units) was far less damage resistant than a multi layer version, which had a single hidden
layer consisting of 5 to 25 hidden units. However, increasing the redundancy by increasing the
number of hidden units did not yield significant improvement in the performance under faulty con-
ditions. They then performed a singular value decomposition (SVD) analysis of the weight matrix
and found that there were no linear dependencies in the hidden units, i.e., none of the units was
redundant as per the SVD analysis. They concluded that back propagation training discovers inter-
nal representations that appear to be distributed, but may not be suited for fault tolerance. Sequin
et. al. [29] set a predetermined number of randomly chosen hidden units stuck—at faulty output
values during training. The set of units that are assumed to be faulty varies from epoch to epoch
during the training. This type of training yields a more fault tolerant net as expected, but it needs
longer learning times, it may not converge unless the number of faulty units is small, and does
not necessarily lead to a better utilization of available resources. Neti et. al. recently reported
numerical results on the synthesis of fault tolerant nets [18]. They add constraints to ensure fault
tolerance and look for a solution to the constrained optimization problem. This approach is ana-
lytically well founded, but it is also very computation—intensive and more experiments are needed
to draw any general conclusions about the resulting fault tolerance. Training procedures that at-



tempt to increase fault tolerance also appear to enhance generalization capability [18, 5]. Segee
and Carter [27] have developed a measure of graceful degradation for continuous valued ANNSs.
They performed an extensive study of the fault tolerance capabilities of multilayer perceptrons and
Gaussian radial basis function networks by fault injection experiments and found that setting a
few units stuck—at O during training yielded a substantial enhancement in fault tolerance of radial
basis nets, but only a marginal improvement in the fault tolerance of multilayer perceptrons. They
however did not try to evaluate how much redundancy is necessary to achieve a given level of fault
tolerance or how to make a give net fault tolerant.

The issue of redundancy required to achieve fault tolerance has not yet been adequately ad-
dressed. Also, the fault models usually adopted are very restrictive. Most researchers consider
only a disconnection of links or units which usually amounts to stuck—at O type permanent faults.
While this may be sufficient to model a burnt out link or open circuit type fault, it may not appro-
priately model a short to power supply, which can be of dual polarity in an analog implementation.
We extend the fault model to allow permanent stucks® type faults on a single component
(weight/bias). This considerably enlarges the number of actual faults that can be abstracted by the
stuck—at model. We have proposed a scheme of replication of hidden units to render a feedforward
net fault tolerant [21]. It exploits the intrinsic weighted summation operation performed by the
units in order to overcome faults. Based on this scheme, metrics were devised to measure the fault
tolerance of ANNs as a function of redundancy [21]. Our results indicated that a significant amount
of redundancy is needed to achieve complete fault tolerance, despite the somewhat restrictive as-
sumption of single faults. Based on analytical results for a few canonical problems, and extensive
simulations on several benchmarks, we conjectured a lower bound on the amount of redundancy
needed to achieve complete fault tolerancanyg net [21]. In this paper, we analytically prove a
modified form of that conjecture and obtain a lower bound on the redundancy that holds for any net.
It demonstrates that less than TMR cannot provide complete tolerance for all possible single faults,
if any of the fan-in links feeding any output unit is essential (a link is defined to be essential if the
disconnection of that link; or equivalently, a stuck—at O fault on the associated weight causes the
net to malfunction). Furthermore, analytical as well as simulation results indicate that the actual
amount of redundancy needed to synthesize a completely fault tolerant net is usually much higher
than that dictated by the general lower bound. The implication is that the conventional strategy
of TMR (triplication and majority vote) is a better way of achieving complete fault tolerance for
most ANNs. Our approach also reveals a simple way to improve the fault tolerance of any net to a
desired level by adding redundancy.



The next section describes the topology and fault model. Section Il presents a general proce-
dure to build a fault tolerant net by replication of hidden units and compares and contrasts it with
the conventional TMR/n-MR schemes. Based on this procedure, a lower bound on the redundancy
needed to achieve complete fault tolerance is derived in Section IV. Analytical and simulation re-
sults obtained by applying the replication scheme to several canonical and benchmark problems
are then presented in Section V. The results show that the actual redundancy needed to synthesize
completely fault tolerant nets is usually very high. It is extremely hard if not impossible to realize
the above lower bound on redundancy in practice. If less redundancy is provided, only partial fault
tolerance is feasible. Section VI considers this issue of partial fault tolerance. A simple but accu-
rate testing strategy is proposed for large nets, where exhaustive testing is not feasible. Conclusions
and future extensions are presented in the last section.

Il Topology and Fault Model

(a) Topology : We consider feedforward networks of sigmoidal units trained with supervised
learning algorithms. The inputs and weights (includes biases unless mentioned otherwise) are real
valued and can take any value(ine, +o). The output of theth unit is given by

o = f(resultantinput) where f(x) = a b and

T 1te X

N;
resultantinput = z Wij0j — bias (1)
=1

Here,N; is the total number of units that feed thi unit, w;; is the weight of the link from unif

to uniti, oj is the output of thgth unit, anda, b are constants. In the analysis and simulations, we
have useda= 2, b= 1) giving symmetric output if—1,1); (a= 1, b= 0.5) giving symmetric
output in (—0.5,+0.5); and (a= 1, b = 0) with asymmetric output if{0,1). We concentrate

only on classification tasks. Herd,distinct output classes can be encoded itgN| (or more

if desired) bits. The output units produce the bit pattern which encodes the exemplar’s category.
Thus, the output values can be separated into two distinct logical classesO/iand “1” . This

does not mean that real valued units are being (mis)used just to implement a switching function,
because the inputs and weights of the ANN are real valued. Typically, training stops when the
outputs are within 5% of the target. Besides the Back Propagation learning algorithm and its
variants [25]-[8], we have also considered the Cascade Correlation learning algorithm [9, 22].
These two algorithms often lead to very diverse architectures.



(b) Fault Model : The fault tolerance properties of ANNs can be broadly classified as

(i) On-line or Operational fault tolerance, anij Fault-tolerance through re-learning.

The first refers to the ability to function in the presence of faults without any re-learning or any
correcting action whatsoever. This is possible only if the net has built-in redundancy. The second
is the ability to recover from faults by re-allocating the tasks performed by the faulty elements to
the good ones. On-line fault tolerance is attractive because a net with this property can function
correctly even in the presence of faults, as long as the fault tolerance capacity is not exceeded.
No diagnostics, re-learning, or re-configuration is needed. Thus, fault detection and location can
be totally avoided. In this paper, we consider only the on—line fault tolerance and evaluate the
redundancy needed to achieve it.

Hardware can fail in a number of complex ways. This is especially true of ANNSs, since these
can be implemented in many radically different ways such as analog VLSI or as virtual nets simu-
lated on a multiprocessor network, etc. It is extremely difficult to account for all types of physical
faults. However, permanent physical faults must manifest themselves via their effect on the net-
work parameters. We therefore model faults at a more abstract level: as changes in the weight/bias
values. Weights are set stuck—at O af\¥, where

W = Maximum of {maximum magnitude among all the parameter values developed during learn-
ing; value needed to drive a unit into saturation

These stuck—at faults on weights and biases model a wide range of physical faults. For instance,
in a digital implementation, a stuck—at fault affecting the sign bit of a weight might cause its value
to change from+W to —W or vice versa, and is covered by this fault model. In an analog VLSI
implementation, on the other hand, an open circuit leading to a disconnection of a link could be
modeled by setting its weight stuck—at 0. If a link got shorted to power supply (which could be of
a dual polarity +Vyq), the fault could be abstracted by setting the associated weight stutW-at

If the weights are implemented as resistors, their values may degrade over time due to aging. A
stuck at+=W fault on the weight can appropriately model even the worst case of such a degradation
due to aging. A change in the offset voltage of a transconductance amplifier will affect its output.
This might be modeled as a change in the bias of the corresponding unit. Setting afpidsatal

—W results in a unit’s output stuck—at “high” or “low” and models the failure of a unit. Note that
setting the weight associated with a link to O corresponds to a disconnection of that link. Setting
a bias to 0, on the other hand, has no physical significance. Bias faults are therefore limited to



stuck—at+W. During testing, an output is classified as follows:

out bUt— “1" if resultantinput = netinput— bias> 0 2)
PUL=1Y o it resultantinput = netinput—bias< 0

An output is considered wrong only if it switches the logical level. This happensiétwtantinput
to an output-layer unit switches its sign [eq. (1) , (2)].

We conclude this section with a few more comments about the fault model. First, the model
essentially investigates the fault tolerance at the algorithm level, independent of the underlying
implementation or peculiarities of physical faults. It abstracts and simplifies physical failures into
stuck—at faults affecting single components. It is certainly true that the physical faults are much
more complex and lead to multiple component failures more often than not. Before modeling the
complex physical faults in all their detail, however, itis more appropriate to treat them as equivalent
to (arbitrarily) large changes in single parameter values and test whether the model/algorithm can
still yield correct results. Such an abstraction to stuck—at faults has been very widely used in
testing of digital circuits and has proved to be sufficient to model majority of physical faults. We
have extended it to cover continuous valued parameters so that it can model many physical faults
of interest.

Second, it turns out that even with this simplified fault model, ANNs need large redundancy
(TMR or higher) to tolerate all possible single faults (this is shown in the following sections). If the
simplest of faults require no less than TMR to achieve complete tolerance, multiple and complex
faults must require much higher redundancy. The unwieldy and cumbersome general analysis of
multiple faults is therefore unnecessary. Finally, we would like to point out that this model is more
general than the fault models usually adopted in the available literature. Most researchers consider
only stuck—at zero faults which are inadequate to cover many faults of interest as shown above.

1 A General Procedure to Build a Fault Tolerant Net

A simple way to achieve fault tolerance is through redundancy. TMR (Triple Modular Redun-
dancy) and n-MR schemes with majority voters have been widely used for reliability enhancement
in digital systems. Extension of these schemes to ANNSs is the most obvious way to render them
fault tolerant. In a TMR scheme for ANNSs, the whole net would be triplicated and a majority voter
would be added for every triplet of output units. This way, the number of majority voters equals
the number of output units in the original net and could be very large. Also, majority voting on



analog signals is likely to be considerably harder than voting on digital signals. Hence, the voter
itself could be much more complex than the majority voters in digital systems. Nevertheless, it is
a very robust, well proven technique, applicable to any net.

ANNSs, however, are quite different from digital systems. Typically, they are comprised of a
densely interconnected network of processing units or nodes. The units themselves may not be
very complex, but a large number of them independently operate in parallel at any given time.
The gross similarity between ANNs and biological systems along with the highly parallel mode of
operation suggests that ANNSs couldibberentlyfault tolerant. Any suclntrinsic fault tolerance
in ANNs must be quantified vis-a-vis the redundancy required to achieve it. This is one of our
main goals. To this end, we have developed a scheme of replicating the hidden units in order to
achieve fault tolerance. It exploits the intrinsic weighted summation operation performed by the
units in order to overcome faults. It is quite simple, is applicable to any net, and can be used as a
yardstick to measure the redundancy needed to achieve fault tolerance.

From equations (1) and (2) it is easy to verify that the output changes its logical level only
if the resultantinput changes its sign. Thus, ensuring that thsultantinput (to every output
unit) is of the correct sign for every training sample ensures that the output is correct as well. The
output retains its logical value, even if tihesultantinput is multiplied by any positive number.
Thus, if all the hidden units of a net are replicaggtimes, and the biases of the output units are
scaled byg, the resulting net yields the same classification outputs (logical) as the original net.
This process of replication is illustrated in Figure 1. Each replication is referred to as a “group”
or a “module”. Here, the number of input and output units is unchanged. Only the hidden units
and links that directly feed the output units are replicated and the biases of the output units are
scaled accordingly. The single fault assumption implies that the contributioegtdtantinput
of an output unit) of at most one group can be incorrect. Each correctly working group contributes
an input of the right polarity (sign). Hence, a sufficient number of these correcting influences
can overcome the erroneous contribution of one faulty group by restoring the correct polarity of
resultantinput. This can be used to build a net that tolerates all single failures as summarized by
the following steps:

Step 1.Start with a net that learns the given input/output pattern mapping. It is preferable to have
a minimal or near minimal net.

Step 2.Find the number of groups needed to correct each fault as follows: For each compo-
nent stuck-at a faulty weight value, calculate tksultantinput for each output unit that



malfunctions. Call itls. If the desiredresultantinput is Iy and each correctly working
group contributess, then the number of additional groups needed to restore the polarity of
resultantinput, and the total number of groups are

|(|d—|f) (la—1%)

ls ls

| and | |+1, respectively. (3)

Step 3.The maximum among all the values found in step 2 is the required number of replications.

Step 4.1f the number of groups neededgsscale(multiply) the bias of each output unit ¢y

The number of replications needed depends on the initial “seed” group which should be minimal
or near minimal.

Even though this method appears no different from the conventional TMR or n-MR schemes,
it is distinct in many ways. In particular, the input and output unitsrerteplicated as mentioned
above. Only the hidden units and all the connections feeding the output units are replicated and the
biases of the output units are scaled accordingly. Moreover, there is no majority voter to explicitly
mask out the faults. Rather, the fault tolerance is achieved through the weighted summation process
itself, which is anintrinsic characteristic of the ANN model. Fault tolerance achieved this way
is therefore the same as intrinsic fault tolerance arising due to the high connectivity and other
attributes of ANNS. It is this feature which is the most important from our perspective.

This brute force method appears to be very expensive in terms of the number of units and
links needed. However, it has some distinct advantages. Izui et. al. [12] have shown that the
rate of convergence during learning as well as the solution accuracy improves with the number
of replications. Similar observations have been made in [17] where it is inferred that clustering
of multiple nets improves not only the fault tolerance but also the performance. This method can

be extended for nets with continuous valued outputs by scalingethgtantinput to each output

unit by the factor%. In fact such a scaling amounts to the evaluation of algebraic mean value of

the contributions of each of thegegroups. Unfortunately, the required redundancy turns out to be
too large to be practical. This is not too surprising: it is well known that the mean value is far less
efficient at suppressing/filtering out faults than other measures such as the median. A single bad
sample can significantly corrupt the mean, but the median can remain unaffected. Hence, median
filters are more widely used in image processing instead of computing the mean values.

In summary, the above procedure gives a simple way of evaluating fault tolerance as a func-
tion of the number of replications, i.e., redundancy (this is further elaborated in the section on



partial fault tolerance). It therefore serves to measure the fault tolerance of ANNs as a function of
redundancy. This is the main motivation behind the replication scheme.

IV A Lower Bound on Redundancy

This section establishes a lower bound on the redundancy necessary to tolerate all possible
single faults. It is based on the replication procedure described above. It holdsfedforward
nets, irrespective of the topology or the specific task at hand.

In the following, a link is defined to be essential if the disconnection of that link (i.e., a stuck—
at “0” fault on the associated weight) causes the net to malfunction. A malfunction refers to a
classification error which means that the output unit at the receiving end of the disconnected link
produces output of wrong logical value for at least one 1/O pattern.

Theorem 1 : In a feedforward net consisting of sigmoidal units, if any of the links feeding any
output unit is essential; or in other words, if a stuck—at O fault on any of the links feeding any output
unit causes the unit to produce a classification error; then, the number of groups of hidden units,
g, that are required to achieve complete fault tolerance for every possible single fault is bounded
below by 3, i.e., g satisfies the conditior@.

Proof : In the following it is assumed that there dvkoutput units and® I/O or pattern pairs

in the training set. Without loss of generality, assume thatttheutput unit generates erroneous
logical value for thekth 1/0O pattern. Let the fan-in of thiéh output unit be\;. The outputs of the
hidden units (that feed thish output unit under consideration) for thih pattern are denoted by

x, 2, ---X§, respectively, where & k < P. From the perspective of thith output unit, each of
the P patterns is thus mapped onto a point in Nyaimensional space, where tljgn coordinate

of a point is the output of thgth hidden unit that feeds théh output unit. The output unit can be
thought to implement a hyperplane in @) ¢ 1) dimensional space, such that some of the points
are on its positive side and some on its negative side. A point is on the positive (negative) side of a
hyperplane implemented by an output unit if its output for that pattern is positive (negative). The
total input to uniti, denoted byesultantinput , for thekth pattern is then

N;
resultantinput = Z WinIj( — bias 4)
=1



The output of thath unitis “1” if resultantinput > 0 and itis ‘0" if resultantinput < O.
Without loss of generality, assume that the output ofitheunit goes wrong, i.e., switches its
logical level when the weight of the link connecting it to hidden unit 1 is set to zero (i.e., upon a
stuck-at 0 fault on this link), for thkth pattern.

[I] First consider the case when hidden unit 1 has asymmetric sigmoidal outplxl; €€0,1).

There are two sub—cases: (A) The correct output has a logical levélthat switches to an
incorrect logical level 0" and (B) vice versa, i.e., a correct output of logical leved” ‘switches
to an incorrect logical level I" upon the fault (i.e., upon settingj; = 0).

(A) Level switch from “1” to “0” upon fault: In this case,
for correct operation,

Ni N;
wij xS =wipx +rest>0  where  rest= ;Wi jX$ —biag  whereas, (5)
=1 =

]

0-X§+rest<0  upon a stuck-at O fault o (6)
The above equations imply that

rest< 0 and wi; >0 (7)
Setting rest=—rest and W= W{l (8)
the following equations are obtained:

;K

Wi X7 — rest >0  : correct operation 9
O—rest = —rest <O :incorrect operation whem;; gets stuck-at 0 (20)
where, rest >0 W;1 >0 (11)

Now consider a fault whene:, changes its sign and gets stuck-ati,. In that case the resultant
input to theith output unit (for patterk) is

resultantinput = —W{lx'{ —rest <0 (12)



If nadditional replications are to restore the original polarity,

! k U ! k U
— Wiy Xp—rest|  wiyxy +rest

T K T K <n or, on rearrangement,

wi K —rest  wi Xk — rest
2-rest
Wi, X7 — rest
Since rest >0, and w;;x—rest >0, the above equation implies that
n>1+¢ withe>0 or n>2 , ie., the numberof groupsisn+1>3. (14)

(B) If the logical level switches from 0" to “1” , the derivation remains almost identical. In
particular, the inequalities in equations (5) and (6) get reversed. Equations (7) and (8) now become

rest>0 and w1 <0 (15)
rest=rest and Wi1 = — ;1 (16)

The following equations are obtained instead of (9), (10), (11) :

rest — W{lx'{ <0 :correct operation (a7)
rest —O=rest >0 :incorrect operation whe\m;1 gets stuck-at O (18)
where, rest >0; ng >0 (29)

Now consider a fault whene:, changes its sign and gets stuck-ati,. In that case the resultant
input to theith output unit (for patterk) is

resultantinput = rest +w;; X > 0 (20)
If nadditional replications are to restore the original polarity,

! ! k ! k !
rest + Wi Xy Wj;Xj +rest
! / - / /
rest —wi xXX|  wi XX —rest

<n or, on rearrangement,

10



2. rest
n>1+— D

, (21)
Wi X5 — rest

which is identical to equation (13). Q.E.D.

[l1] Now consider the case when hidden unit 1 has symmetric sigmoidal outpu('i Ee+—1,1).
The proof is almost identical to the above proof. We consider 2 cases
(A) w1 >0, and (B) wi1 < 0. (under the assumption that; is non-zero to begin with)

(A) wiz > 0: This is further classified into two sub—cases.
() The logical level switches from 1" to “0” : Here, we get

Wi 1x'{+ rest>0 : correct operation (22)

0-X{+rest=rest< 0 : whenw; gets stuck-at 0 (23)

Sincew;1 > 0 the above equations imply thx{t > 0. After Settingrest= —rest andwi = ng,

the resulting equations are identical to (9) and (10) of case (I-A) above. The remaining steps and
equations of the proof are identical to the corresponding case (I-A) above, i.e., consider a fault
in which the weight changes its sign and impose the restrictiomthdtlitional groups should be

able to restore the correct polarity. The resulting equations are identical to equations (12) to (14)
above.

(i) The logical level switches from 0" to “1” : In this case,

Wi 1x'{+ rest< 0 : correct operation (24)

0-X{+rest=rest>0 : whenw; gets stuck-at 0 (25)

Sincewi; > 0, the above equations imply théft< 0. After Settingrest= rest DW= ng and

x'j = —u'j, the resulting equations are identical in form to (17) and (18). The rest of the proof is

identical to the corresponding case (I-B) above.

(B) Now considemi; <O :

11



(i) If the polarity switches from 1” to “0” , one obtains

Wi 1x'{+ rest>0 : correct operation (26)

0-X{+rest=rest< 0 : whenw; gets stuck-at 0 (27)

Sincew;; < 0 the above equations imply thx{t< 0. Set

! !
rest= —rest , wi=-w; and x{=—ak

where rest >0; ak>0 and w{l >0 toobtain (28)
(—wi;) - (—ak) —rest =wi;0k —rest >0 : correct operation (29)
0- a'{ —rest = —rest <0 : whenw gets stuck-at O (30)

These equations are identical in form to equations (9) and (10) above. From here on, the steps
of the proof are identical to case (I-A) above.

(i) Finally, if the polarity changes from 0" to “1” upon a fault, the proof is almost identical to
that of case (lI-A-ii) above. Q.E.D.

Note that the above Theorem is not restricted only to sigmoidal activation functions. It can be
extended to incorporate any activation function as long as the function is monotonic.

This result suggests that the conventional TMR scheme is as good or better than the replication
of hidden units. While this might be true for most ANNSs, there are a few cases when the replica-
tion of hidden units needs less overall redundancy. Note that a conventional TMR scheme would
need to replicate the output units as well, besides adding the majority voters. If the number of
output units is comparable to or higher than the number of hidden units, then the above scheme of
treplicating the hidden units needs less overall redundancy, because the replication of output units
and the majority voters are avoided. It is not uncommon for a net to have the number output units
comparable to or higher than the number of hidden units. The inputs and outputs of an ANN are
not free to be chosen but are a part of the task specification. For example, a local encoding can be

12



used to represent the classification outputs (a local encoding means that only one unit correspond-
ing to the category of the exemplar is “on” at a time, all the other units are “off”). In such cases,
the number of output units can be significant, depending upon the number of output classes.

In a majority of nets though, the number of outputs is much smaller than the number of hidden
units. Furthermore, the lower bound established by the above theoremastaiotblein most
cases. Hence a conventional TMR scheme is better for most ANNSs.

Theorem 1 establishesreecessarycondition on the amount of redundancy needed, when at
least one output link is essential. Note that it does not inckudBiciency conditions, i.e., this
lower bound may not battainable In other words, three groups are necessary but might not be
be sufficient to tolerate all single failures. The number of groups that are sufficient to achieve
complete fault tolerance depends on the specific problem at hand, the topology of the net and the
type of units employed. Also, Theorem 1 says nothing about the case when none of the links
feeding the output units is essential. In such a case (when none of the output unit links is essential)
fewer groups might render the net completely fault tolerant. If any of the output unit fan—in links
is essential, however, the above theorem holds. It shows that large redundancy is needed even if
only single failures are considered. In fact @gainableor feasiblelower bound is often higher
than the above, as demonstrated by analytical and simulation results in the next section.

V  Analytical and Simulation Results on Canonical and Benchmark Prob-
lems

We have applied the above process of replications to several problems. Our results indicate that
a large amount of redundancy is usually required to achieve complete fault tolerance. For specific
problems, the minimum redundancy sufficient to synthesize completely fault tolerant nets has been
derived analytically. We begin with the analytical results for the Encoding and XOR problems [25,
chapter 8]. Encoding nets are illustrated in Figure 2. Topology af-atm— n encoding net is
shown in Figure 2-a. Heran— m— n refers to am x n encoding problem witim hidden units.
There aren input andn output units andn hidden units in the single hidden layer. There is full
connectivity between the layers and there are no layer skipping connections. Usuallyand
the hidden units are supposed to develop compact representations or encodings for the inputs and
reproduce them at the output layer. Figure 2-b shows a 2-1-2 encoding net and one set of weights
and biases (out of the several possible). Further details can be found in [25, chapter 8].

The replication procedure above needs minimal or near-minimal initial net to begin with. We

13



therefore present the following result that shows the minimum number of hidden units needed for
solving ann x n encoding problem.

Theorem 2 : A single hidden unit can solve only thex2 encoding problem, while 2 hidden units
are sufficient to solve anyxn size problem. The same is true of the complementary encoding
problem.

The proof is not directly related to fault tolerance issues and has been omitted for the sake of
brevity. The proof and other details can be found in [20].

Thus, the minimum sized net is known a-priori even for an arbitrexyn encoding problem.
This makes it possible to deriveasibleor attainablelower bounds on the amount of redundancy
needed for complete fault tolerance. Lower bounds for the XOR problem can also be derived in an
identical manner.

Theorem 3 : (i) For the 2-1-2 encoding problem, the minimum number of groups of hidden units
sufficient for tolerating all single faults is 4 if the sigmoid is asymmédBid|. The minimum
number of groups is 3 if the sigmoid is symmetrid, 1].

(i) The above bounds on the number of groups hold for ary2n- n encoding problem or its
complement.

The proof is included in the appendix.
Corollary : The above bounds on the number of groups hold for the two input XOR problem.

The proof is almost identical to that of Theorem 3 and does not lead to any additional insight.
Also, the two input XOR problem is a specific, small example which is not well suited for ANNSs.
Hence the proof of the corollary has been omitted for the sake of brevity.

Note that the proofs for these theorems @vastructiveand these lower bounds aa#ainable
unlike the general result derived in the previous section, which says nothing about whether that
bound is attainable. These results give hotkbessaryandsufficientconditions, while the general
lower bound of the previous section establisheeeessargondition. These results are stronger
for yet another reason; they are true irrespective of whether any of the output links is essential.
They show a minimum sized net for the encoding and XOR problems, and prove that the minimum
sized netlwaysneeds 4(3) groups to achieve complete fault tolerance for asymmetric(symmetric)
sigmoidal units. These results clearly indicate thattiainable lower bounds dependent on the
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specific problem, as well as the type of units and topology.

Extensive simulations on the above and several other problems such as binary addition, TC
problem, multi input parity [25, chapter 8] indicated that the number of replications needed is
large. This is expected, since the training procedure is not geared toward fault tolerance. Learn-
ing rate and other parameters of the learning algorithm need to be fine tuned in order to generate
nets that meet the above lower bounds. The results show that most of the time, the weights de-
veloped during the learning phase are quite non-uniform. A few of those with large magnitude
are dominant. Their failure causes the net to malfunction, while many others can be dispensed
without significantly degrading the performance. Merely providing a large number of hidden units
is therefore insufficient. Similar observations were reported in [7] and [27]. Clearly, the training
procedure must also be modified to equitably distribute the computation among all units.

All of the above examples are well-known canonical problems in the ANN literature. More-
over, some of these are analytically tractable as seen above. These problems, however, are not
the best candidates to analyze the fault tolerance of ANNs. They require small nets and digital
logic can solve such problems much more efficiently. ANNs are expected to perform better on
larger, random problems. Our objective was to look for intrinsic characteristics of ANNs. The
above analysis does brings out such a characteristic: a significant amount of redundancy is needed
to achieve complete fault tolerance. Next, we consider some realistic benchmark problems well
suited for ANNs. The training and testing data and a description of the above benchmarks was
obtained from the public database maintained by Fahlman et. al. at CMU [10].

The Two Spirals Classification Benchmark [9, 10, 13] : The task is to learn to discriminate
between two sets of training points which lie on two distinct spirals in the x-y plane. The two
spirals are illustrated in Figure 3. These spirals coil three times around the origin and around one
another. The training data consists of two sets of points, each with 97 members (three complete
revolutions at 32 points per revolution, plus endpoints). Each point is represented by two floating-
point numbers, th& andy coordinates that are the inputs, plus an output value of 0.6-{dd or

—0.5) for one set and 1.0 (or 0.5) for the other set.

The Sonar Benchmark [10, 11] : This is the data set used by Gorman and Sejnowski in their
study of the classification of sonar signals using a neural network [11]. The task is to train a
network to discriminate between sonar signals bounced off a metal cylinder and those bounced off
a roughly cylindrical rock. The data set contains 111 patterns obtained by bouncing sonar signals
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off a metal cylinder at various angles and under various conditions. Also included are 97 patterns
obtained from rocks under similar conditions. Each pattern is a set of 60 numbers in the range 0.0
to 1.0 (inputs). Each number represents the energy within a particular frequency band, integrated
over a certain period of time. Further details about the generation of the data sets can be found
in [10, 11].

The Vowel Benchmark [10, 24] : The objective is speaker independent recognition of vowels.
There are 90 utterances of each of the 11 vowels under consideration. For each utterance, there
are 10 floating-point values that constitute the inputs to the ANN. The ANN is trained to indicate
which of the 11 vowels was spoken. We looked at 2 cases. In one, the 90 utterances are divided
into 48 training and 42 testing patterns. In the other, all 90 cases were used during the training
phase. We also tried different output encodings. In the localized output encoding, there are 11
output units and exactly one of the 11 units, the one corresponding to the vowel spokari.is “
Straight binary encoding on the other hand uses 4 units to represent binary numbers from 0 to 10
to indicate the vowel spoken.

The NETTalk Benchmark [10, 28] : This a the well-known data set used by Sejnowski et.

al. [28] in their study of speech generation using a neural network. The task is to train a network
to produce the proper phonemes, given a string of letters as input. This is an example of an
input/output mapping task that exhibits strong global regularities, but also has a large number of
more specialized rules and exceptional cases. The data set [10] consists of 1000 words along with
a phonetic transcription for each word.

The input to the network is a series of seven consecutive letters from one of the training words.
The central letter in this sequence is the “current” one for which the phonemic output is to be
produced. Three letters on either side of this central letter provide context that helps to determine
the pronunciation. There are a few words in English for which this local seven-letter window is
not sufficient to determine the proper output. This makes the problem harder since the net should
also be able to discern the broader context if possible. Individual words from the training set are
moved through the window so that each letter in the word is seen in the central position. Blanks
are added before and after the word as needed. Some words appear more than once in a dictionary,
with different pronunciations in each case; only the first pronunciation given for each word was
used.

For each of the seven letter positions in the input, the network has a set of 28 input units: one for
each of the 26 letters in English, and two for the punctuation characters (dash “~” for continuation
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and underscore_ " for word boundary). Our goal was to have a reasonably large sized net (large
number of units and links and large number of training patterns) for the fault tolerance experiments.
The NETTalk benchmark provided us with such large nets. For our purpose, it was sufficient to
train the net on the word set. It was not necessary to train the net on continuous text. The sentence
termination character, i.e., full stog’was therefore not used in the input set. Hence, we have 28
input units instead of 29 (which were used in the original experiments [28]). Thus, there are 28

7 =196 input units in all.

The output side of the network uses a distributed representation for the phonemes. There are
21 output units representing various articulatory features such as voicing and vowel height. Each
phoneme is represented by a distinct binary vector over this set of 21 units. In addition, there are 5
output units that encode stress and syllable boundaries.

We chose a set of 200 words from the 1000 word list. The total number of /O patterns gen-
erated by the 200 word list was 1114. In the original experiments, the “best guess” error criterion
was used. This refers to a phoneme making the smallest angle with the “desired output” vector.
Such a criteria is not suitable for our purpose. Also, nets trained on the other benchmarks were
not evaluated on the basis of such “angle proximity”. Hence we used the same criteria employed
for the other benchmarks: every output had to be of the correct logical level. For this problem, an
output value was deemed correct if it was within 0.4 of the targe@.X to +0.5 was considered
logical “1” while —0.1 to —0.5 was considered logical 0" ). Note that this is a much stricter
criterion. The Cascade-Correlation learning algorithm was used to train the net. It typically uses
about 75 units, and roughly 25000 independently adjustable parameters (weights and biases).

For each of these problems, many nets were generated using Cascade Correlation and/or Back
Propagation algorithms. Simulations showed that the amount of redundancy required to achieve
complete fault tolerance is usually extremely high (more than 6 replications). The results also
reveal a non uniform distribution of computational load. Few dominant weights are fault tolerance
bottlenecks. This happens even if the fan—in is very large. In the Sonar benchmark, for example,
the fan—in of the output unit was 63 in some nets while in the NETtalk benchmark, the fan—in of
the output units was as high as 271 . Then, it might appear that each individual link would not
be so critical. Despite the large fan—in, however, the nets still need a large number of replications
(no less than 5) to achieve complete fault tolerance. It appears that the theoretical lower bounds
derived above are almost impossible to realize in practice. This clearly demonstrates the need to
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modify the learning procedures to improve the fault tolerance.

VI Partial Fault Tolerance

The amount of redundancy needed for complete fault tolerance is prohibitive as shown above.
If less redundancy is provided, fewer faults are tolerated. This directly leads to the notion of partial
fault tolerance which is particularly important for ANNs. Unlike digital logic, ANNs are expected
to perform better on larger, random problems. The specification of such tasks might be incomplete
or might allow a few erroneous outputs. In some classification tasks, for instance, a “closest match”
with one of the output classes is an acceptable criteria, rather than insisting on an exact match. In
such cases, there can be a multitude of outputs that satisfy the closest match criteria. Thus, an
ANN'’s tasks might not be as rigidly defined as that of a digital system. Partial fault tolerance is
therefore more pertinent for ANNs. Equally desirable is the ability to degrade gracefully.

A simple metric to quantify the partial fault tolerance is to count the number of faults toler-
ated as a function of the number of replications. We have applied this metric to all the problems
mentioned above. Results for the-2 — 3 Encoding problem and the first three benchmarks (all
except NETTalk) are illustrated in Figures 4 to 7.

(A) Exhaustive Testing : The correct value of the fraction of all possible single faults that can

be tolerated, must be obtained through an exhaustive testing of all possible single faults, one at a
time. Such a scheme is feasible only for small or moderately large nets. Nets trained on all except
the NETTalk benchmark happen to be manageably large. An exhaustive test strategy was therefore
used to generate the plots in Figures 4to 7.

To generate these figures, each weight was in turn seyat 0 and—W, whereW is the
maximum magnitude. This corresponds to testing every possible fault for every weighat a
time. Each bias was set @tW. Setting a bias to 0 has no physical significance. In contrast, it is
essential to set a weight to zero in order to model the disconnection of a link. For each of the above
settings (faults) all the input/output patterns were tested. All the outputs that went wrong (switched
logical levels from 0" to “1” or vice versa) were counted. This sum was then normalized by
the following factor :
(number of output unitx number of input/output patterns total number of faults).
Note that
the total number of faults = (the number of links present in thexnéte types of faults simulated
per link + the number of biases present in the xehe types of faults simulated per bias).
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The resultant number represents the fraction of outputs that went wrong. Subtracting it from 1.0
yields the fraction of outputs that were correct, which is the partial fault tolerance metric mentioned
above. This fraction is plotted on theaxes in Figures 4 to 7. The partial fault tolerance was
calculated for increasing number of replications until it reached a satisfactory level (usually 95 %
or higher).

Figure 4 shows the partial fault tolerance of 2 — 3 encoding nets. One of these was hand
crafted to optimize (through heuristics and trial and error) the fault tolerance. It is seen that the
hand crafted solution shows better partial fault tolerance without any replications (point indicating
0 replications on the& axis). Thus, it is possible to get better fault tolerance, merely by a proper
selection of weights and biases, without any extra hardware investment. The hand crafted solution
also achieves complete fault tolerance with less replications, again illustrating that specific weights
and biases can improve the fault tolerance.

Figure 5 shows the partial fault tolerance of nets for the Two-Spirals benchmark. These were
generated by the Cascade Correlation algorithm. Out of all the nets (more than 50) we picked
the best and the worst performers. It should be noted that the difference in the fraction of faults
tolerated is not much, indicating that only a few faults are the fault tolerance bottlenecks in either
case, and that most other faults are tolerated. However, it does bring out the possibility of achieving
even better performance if the weights can be tailored to yield higher fault tolerance.

Figure 6 shows similar plots for the sonar benchmark. All the nets shown in that figure were
generated by the Back Propagation learning algorithm, had 1 layer of hidden units, and employed
the asymmetric sigmoid. Nets were also generated by the Cascade Correlation as mentioned above.
This algorithm was used with both asymmetric and symmetric sigmoid activation functions. The
partial fault tolerance data for these Cascade Correlation generated nets shows identical trends and
is therefore excluded from the figure for the sake of clarity. The plots show that the partial fault
tolerance is very good to begin with: more than 99% of all possible single faults are tolerated
without any additional redundancy. Moreover, the first replication seems to yield the maximum
enhancement in partial fault tolerance. Later, successive replications yield lesser enhancements. It
should be noted that the plots of fraction of outputs that remain coaipgaar to reach the value
1.0 fromx =4 onwards in this figure. However, this is only an illusion, due to the limited resolution
of the plotter. Actual numerical data showed that complete fault toleramu# &chieved even at
X =6, i.e., 6 extra replications.

Figure 7 shows partial fault tolerance of nets trained on the vowel benchmark. All of the i/o
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patterns were used during training. The figure shows plots for two nets. One had 1 hidden and 11
output units, exactly one of which is “on” for each of the vowels (localized output encoding). The
other net had 3 hidden units and 4 outputs units. The output units generated 4 bit binary numbers
from 0 to 10 to indicate the one of the 11 vowels. This is a straight binary encoding of the outputs.
Once again the plots show that the initial partial fault tolerance is excellent: over 90 % of all
faults are tolerated without any additional redundancy. Also, the first replication yields maximum
enhancement in partial fault tolerance.

It should be noted that a TMR scheme with majority voter achieves complete fault tolerance
with much less redundancy (all the plots would reach the walgd atx = 2, i.e., total number of
modules =2 + 1 =3).

(B) Random Testing : The number of weights in the NETTalk benchmark is too large to per-
mit exhaustive testing. We therefore adopt a more efficient testing strategy described below. An
analogy with testing of conventional digital circuits is in order here. Testing of digital logic is a
full fledged area that has evolved over the past 25 years or so. It is well known that exhaustive
testing of even the simplest systems, i.e., combinatorial logic circuits (which are, in some sense,
equivalent to feedforward nets while sequential circuits are like ANNs with feedback connections)
is prohibitive although the number of logic gates is relatively small. All kinds of elaborate tech-
niques such as partitioning, testing with random input vectors, modular testing, built-in self testing
etc. have to be employed to avoid exhaustive testing and still achieve acceptable fault coverage.
The same situation arises in neural nets as well. Exhaustive testing becomes infeasible as the net
size grows. Efficient strategies for testing ANNs will have to be devised as ANNs mature from the
experimental stage into commercial products.

In digital systems, testing with random input vectors proved to be quite effective and is widely
used as a first step of many state-of-the-art testing algorithms in order to rapidly cover most faults.
We extend this idea to the testing of ANNs. The bias faults are exhaustively tested. A fraction of
the total number of links are then randomly chosen to be tested for weight faults. In large nets, the
number of biases is usually a very small fraction of the total number of parameters. Inthe NETTalk
benchmark, for example, out of the 25000 odd parameters, only 75 are biases. Moreover, a bias
fault is equivalent to anutputfault and thus models the failure of the unit. Hence, it is more likely
to cause malfunction than a disconnection of a single link. For these reasons, the bias faults should
be tested exhaustively.

We applied this method to the spiral, sonar and vowel benchmarks and compared the results
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with the exhaustive testing scheme. The results are shown in Figures 8 and 9. Figure 8 shows the
estimates of fraction of faults tolerated for the two spirals benchmark. The net had approximately
250 independent parameters, including 20 biases xHoerdinates represent the fraction of links

that were actually tested for weight faults. For each ofxlvalues, several trials with different
random seeds were run. Each trial used a different set of links due to the different random seed.
Total number of links tested, however, was held fixed, corresponding to the fraction denoted by
the x coordinate.Averagef the values generated in these trials are plotted ay to®rdinates

in the graph. It was found that 5 trials (pecoordinate value) were sufficient to yield a standard
deviation less than 0.009 and a 95 % confidence interval smaller than 2 %.

It is seen that the estimates are within 5 % of the exhaustive—test generated value, even if only
1 % of the links are actually tested for weight faults. The estimate improves slowly as more and
more links are actually tested. Similar results were obtained for the vowel benchmark and are
therefore omitted.

Figure 9 shows a similar plot for the sonar net. Here the number of independent parameters
is significantly higher: nearly 3700, including 60 biases. In this case, the estimates are within
0.5 % of the exhaustive test generated value when only 1 % of the links are actually tested. Testing
several other intermediate sized nets showed that the larger the number of parameters, the more
accurate is the estimate of outputs that remain correct, when the fraction of links actually tested
for faults is held fixed. Thus, for larger nets, a fairly accurate estimate can be obtained by testing a
small fraction (1 %) of links for weight faults.

For the NETTalk Benchmark, we therefore tested only 1 % of the links. The plot is shown
in Figure 10. Despite the big difference in scale (humber of parameters, fan—in, training patterns
etc.) this plot exhibits features similar to the other benchmarks: the net possesses a good degree
of partial fault tolerance to begin with, but a large number of replications are needed for complete
fault tolerance, despite the large fan—in.

It is seen that the initial partial fault tolerance of ANNSs is very good. Furthermore, the initial
partial fault tolerance seems to improve with the net size, i.e. larger nets tolerate a greater fraction
of all possible single faults without any additional redundancy. Also, the first replication yields
greater improvement in fault tolerance than later, successive replications. This is especially true of
the larger, complex benchmark nets. This is a very fortuitous situation. Had it been the other way
around, i.e., larger nets were to have smaller partial fault tolerance and the estimates of partial fault
tolerance generated by random testing were to deteriorate with net size, a more elaborate strategy
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would be required. This fact is important and can help decide whether the 3 fold redundancy
required by a TMR scheme is worthwhile or the excellent initial partial fault tolerance is sufficient
for the intended application. If the 3 fold redundancy is not affordable, the data suggests that
one extra replication may be the best compromise, since later successive replications yield smaller
enhancements in performance.

VI Conclusion

A method was proposed to estimate fault tolerance of feedforward ANNs and the redundancy
required to achieve it. Fault models appropriate for hardware implementations were presented. A
procedure was developed to build fault tolerant ANNs by replicating the hidden units. It relies on
the intrinsic sum-of-products operation performed by the units to overcome faults. Based on this
procedure, metrics were devised to measure fault tolerance as a function of redundancy. A lower
bound on the redundancy required to achieve complete fault tolerance was analytically derived.
This general result holds irrespective of the topology or the specifics of the underlying problem.
It shows that if any of the links feeding the output units is essential, then the ANN needs triple
modular or higher redundancy in order to achieve complete fault tolerance.

Analytical and simulation results based on the proposed metrics show that the minimum num-
ber of groupsufficientfor achieving complete fault tolerance is usually much higher than the min-
imum numbemecessarwhich was established by the general lower bound. Substantial amount
of simulation data also indicates that the actual redundancy needed for a realizable net is very
high. The theoretical lower bounds are almost impossible to realize in practice, unless the nets
are hand crafted for maximum fault tolerance. An important implication is that the conventional
TMR scheme of triplication and majority voting is the best way to achieve complete fault tolerance
for most ANNs. The symmetric version of the activation function yields higher fault tolerance in
addition to faster convergence and utilizes less independent parameters in most cases.

Even though the amount of redundancy needed for complete fault tolerance is prohibitive, the
data illustrates that ANNs do possess good partial fault tolerance to begin with (without any extra
redundancy). It can be further enhanced by adding moderate amounts of redundancy. In particular,
the first extra replication yields the maximum improvement in fault tolerance as compared to later,
successive replications.

It is evident that efficient testing strategies must be devised to test ANNs as they grow larger.
A simple, random testing strategy was proposed for large nets where exhaustive testing is pro-

22



hibitive. This testing method is seen to yield estimates that are very close to the exhaustive—test
generated values. Our results demonstrate that currently used learning algorithms develop non-
uniform weights and biases with a few that are critical and many others that are insignificant.
Merely providing extra units is therefore insufficient. Future extensions should include modifica-
tions of the learning algorithms in order to develop the specific weights and biases that optimize
fault tolerance.

VIl Appendix

(i) Proof of Theorem 3 for 2— 1 — 2 encoder nets : This result can be proved using a geometrical
construction. The topology of the net for the-4 — 2 problem is illustrated in Figure 11. Without

loss of generality, the input patterns are assumed tfOhB and {1,0}, respectively. The same
patterns should be reproduced at the output. The output of the hidden un{lid)rand can be
represented by a point along a line. Choose that line to b& theés. Then, the outputs of the
hidden unit corresponding to each of the 2 input patterns are points between (0,1)>oaxibe

This is illustrated by point® andP. in Figure 11. Here, the hidden unit must have 2 distinct
outputs, one corresponding to each of the input patterns. If not, the output units can not distinguish
between the patterns. Denote the two distinct outputs of the hidden unit (corresponding to the 2
input patterns) ag; andxy, respectively, wherg < x». Let the weights from the hidden unit to

the output units bev; andw, and their biases ble, andb,, respectively, as shown in Figure 11.
Output units 1 and 2 aren or off when

fi(x) =wix—b >0 or fi(x)=wx—b; <0 ,respectively. (32)

In the above equation,= 1,2, xis the output of the hidden unit and assumes one of the two
values :x = {xq,X2}, and f;j represents theesultantinput to uniti. The weight and bias of each
output unit define a line having an equation of the form (31), as illustrated by thel{imesl |»

in Figure 11. These lines correspond to the separation surface implemented by the corresponding
output units. On one side of the line, thesultantinput (i.e., f;) is positive and on the other side,

it is negative as illustrated by lideg in Figure 11. Hence, the reference to a line implies a reference

to the corresponding unit. Henceforth, we just use the labels 1 and 2 to refer to the output units as
well as the corresponding lines. Similarly, the point lab&landP, are also used to refer to input
patterns 1 and 2, respectively.
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Learning implies finding weights and biases that satisfy the constraints
fl(Xl) >0 ; fl(Xz) <0 ; fz(Xl) <0; fz(Xz) >0 (32)

The first two inequalities say that poirfes and P, must be on positive and negative sides of line

l1, because unit 1 should lom for pattern 1 anaff for pattern 2. The interpretation of the last two
inequalities is similar. Together, the constraints imply that both lipesdlI, intersect thex axis
betweenP; andP, and that one of them has a positive slope and the other has a negative slope.
Figure 11 illustrates a case where the politd» and lined, |, satisfy the above constraints.

In this representation, the vertical distare@ betweenP; and the linel; represents the
resultantinputto output unit 1 for patter®;. Similarly, distancé A represents theesultantinput
to unit 2 for patterrP;. It is useful to think of directed distance from the poiRisP; to linesl, 5.

If the direction is upwards, then the correspondiagultantinput is positive (i.e., the output of
the unitis “1” ), while a downwards distance implies a negatigsultantinput ( “0” output).

For the purpose of further analysis, we only need to concentrate oh lihat is represented
by

y=wix—by ; wg>0 ; by>0 (33)
If a fault changes the value of the weight fram to —w;4, the new line (hyperplane) is defined by
y=—wiX—Db; whichislabeled as |3 in the figure. (34)

Due to this fault the resultant input to unit 1 for input patt€srhas changed its polarity (sign) and
now has the negative valuew;x, — by instead of the old values; x, — by which is positive. We

addr additional groups or modules of hidden unitsi(oeplications) and expect that the correcting
influence of these extra groups will restore the polarity of the resultant input to its correct value.
For this to be possible,

distancéE P
distancéCP,|

—W1Xo—Db W r+1
| —WiXx2 1|<r or 1 +

Igebraicall b1~ (r—1)%
<r oralgepbraically WiXo — by b1 = (r—21)x

(35)

Next, consider a fault in the first layer which is made of the weights between the input units and
the hidden unit. Let it change the value of one of the weights feeding the hidden unit and make it
equal to the weight of the other link. In Figure 11 this corresponds to changing the weight value
—wjs in the first layer tons. This causes poirf?; to coincide with point?. The resultant input
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(to unit 1) corresponding to patteR is nowwix, — by instead of the correct valug x; — bs. It
has thus changed the polarity (sign) from negative to positive. If daglitional modules are to be
able to restore the polarity, the following inequality has to be satisfied.

distancéCP| . WiXo — by W r+1
————————<r oralgebraically ————<r or — 36
distancéBP;] < g caly |wixg — by | < b1  Xo+rXxg (36)
Equations (35) and (36) can be satisfied only if
1 1 2 2
R e S\ S S (37)
(r—21)x2  Xo+rxg X2 — X1 Xo — 01

We are interested in the smallest integdor which the above inequality holds. This happens
whenx; is maximized and; is minimized. In the above equatior,,x2 € (0,1) and can only
asymptotically approach 0 and 1, respectively, as the argument of the exponential in (1) approaches
+oo. For any real implementation, then, the minimum value bés to be 3. This implies that the

total number of groups must be 4 or more.

If the sigmoid is symmetric, the outputs are bipolar angk, € (—1,1). By settingx; = —x
in equation (37), we see that the equation yields1. If r = 1, the original constraints (35) and
(36) can be satisfied only in a a limiting sense. For any real implementatronst be at least 2
and hence the total number of groups needed must be at least 3. Q.E.D.

For good error tolerance, it is desirable to hayendx, as far apart as possible. This is true
because for any set of weights and biases in the last layer, the vertical distances to the lines from
pointsP, P, can be maximized by pushing those points as far as possible. The above equations
state that fault tolerance is also maximized by maximizing X;.
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(ii) Proof of Theorem 3 for n— 2 —n encoder nets :

The proof for this case is similar to that for the-2 — 2 case. First we consider a-3 — 3
case and then show how to extend the proof ta a2 — n case fom > 3. The proof builds upon
the construction presented in [20]. Familiarity with that construction is therefore a prerequisite for
understanding of the following proof.

First, consider the case when the sigmoid is asymmetric, i.e., the output of a unit is in (0,1).
Recall that a 3« 3 encoding problem has 3 I/O patterns. The output of the two hidden units for
each of these 3 patterns can be represented by a point in the unit square with vertices (0,0), (0,1),
(1,0) and (1,1) in thay plane. The three points must be distinct, otherwise the output units cannot
distinguish between the patterns. Denote the pointBibl, andPs, respectively, and recall that
they must form a triangle (they cannot be colinear) as shown in [20]. Furthermore, given any edge
of the triangle with verticeB andP; (where,i, j € {1,2,3}) there exist two planed; andl; such
thatP, is on thepositiveside ofl1; andP; is on itsnegativeside. Similarly,P; is on positive side
of ITj andP, is on itsnegativeside. (As defined in [20], a poinkd, o) is on thepositiveside of a
planell defined by the equation= ax+ By+ VY if axo+ Byo+Yy > 0. Similarly, the point is said
to be on thenegativeside oflM if axy+ Byo+y < 0.)

The slope of the edg@P; can be positive, negative or zero. We consider two cases, viz:
(A) Slope of the edg® P;j is non—negative
(B) Slope of the edg& P; is non—positive
and demonstrate that in either of these cases, the number of gyoagsired for complete fault
tolerance is bounded below by the conditpix 4. In the following, let(x;,y;) denote the coordi-
nates of poinB and(x;,y;) be the coordinates of poif§. Without loss of generality, also assume
that

Xi < Xj (38)

(A) Case 1: Slope of the edd®P; is non—negative:

The non—negative slope impligs<y;. Consider planél; which has poinf on its negative side
and pointP; on its positive side. The equation defining pldihghas two distinct forms of interest
(i) z=ax—by—c,i.e.(a,B,y) = (a,—b,—c) and

(i) z=ax—by+c, i.e.(a,B,y) = (a,—b,c), wherea,b,c > 0

First consider the sub case (i) with the pldng defined by the equation= ax—by—c. The
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condition that point& andP; are on negative and positive sides of pl&hgimply

ax—by—c<0 and (39)
axj—byj—c>0 (40)

Here,a = a and 3 = —b correspond to the weights associated with the links that connect the
output unit corresponding to plaimg with the two hidden units ang= —c is the bias associated
with the output unit (corresponding to planig). Consider a fault where the weightchanges its
value froma and gets stuck ata. Upon this fault, the output corresponding to equation (40) now
becomes negative

z=—axj—hy;—c whichis < 0 (42)

If r additional groups (i.e., replications) of hidden units are to restore the output to the correct
polarity, then
| —axj—byj—c| axj+byj+c

= 42
|ax; — by; —c| an—byj—C<r (42)

or upon rearrangement

a r+1

> 43
byj+c = (r—1)x; (43)

Now consider a fault in the first layer that maps the outpt X; (i.e., instead ok;, the output of
the hidden unit under consideration is newwhile the output of the second hidden unit continues
to bey;.) Such a mapping of the output is always possible witly a single faulti.e., the mapping
can be achieved by changingly a single weight or bias valugecause the input patterns are the
rows of the identity matrix. Upon this fault the output in equation (39) switches its polarity

z=axj—by—c>0 since yj >y and axj—byj—c>0 (44)
Once again, if additional replications are to restore the polarity, then

laxj —by —c|  axj — (by +c) a r+1

= r 45
lax, —byi—c|  (byi+c)—ax byi+c ~ Xj+rx (45)
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Combining equations (43) and (45), we obtain

r+1 < a < a < r+1
(r=21)x; byj+c = byi+c  Xxj+rx

(46)

The inequality relating the first and the last terms in the above equation can be re expressed in the
form
2 2X

r> =2+ or r>3 (47)
Xj—Xi Xj—Xi

Thus, the number of extra replications has to be at least 3, i.e., the total number of greups1
is bounded by the conditiogn> 4.

Even if the equation defining the plafl is z= ax— by+ c (instead ofz= ax— by— ¢ which
was considered above), the same method used in sub case (i) above leads to the desired result, viz.,
r > 3, or equivalentlyg > 4.

Note that the case whenis negative {-a) andf3 is positive (+b) can be treated identically.

(B) Now consider the case when the slope of the délggeis non—positive, which implieg > vy;.

In this case, the plane of interesfigwhich has the poin® on its positive side and the poiRf on

its negative side (under non—faulty conditions). For the purpose of illustration, consider the case
when the defining equation of the plane is of the farm—ax—by+c, i.e.,(a,B,y) = (—a,—b,c).

Other cases can be treated identically. Under non faulty condition, we have

—ax —by+c>0 and (48)
—axj —by;+¢c<0 (49)

If r replications are to restore the output polarity in case of a fault that changes the wéigit
—ato +a, then one obtains the condition

a S r+1
c—by; = (r—1)x;

(50)

which is analogous to equation (43). Upon a fault that mafusx;, the condition that replications
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restore the correct output polarity implies

a r+1

51
c—by.<x,-+rxi (51)
which is the counterpart of (45) in this case. Combining (50) and (51), one obtains
r+1 a a r+1
+ < < < + (52)
(r=1)x; c—hby; ~c—by ~Xj+rx
which is analogous to equation (46). The above equation can also be rearranged to
2X; 2%
r> Aoy K o r>3 (53)
Xj — X Xj — X

Thus we have shown that irrespective of the slope of the &dgeone can always find a set
of single faults that necessitate 4 or more modules.

The rest of the proof is straightforward. Since the poit$., P3 must form a triangle, one of
the following two conditions is always true:
(1) At least one of the 3 edges has a non negative (positive or zero) slope,
or
(2) At least one of the 3 edges has a non positive (negative or zero) slope.

If condition (1) is true, then according to case (A) above, there exists a set of single faults
that necessitate 4 or more modules. On the other hand, if condition (2) is true, then according to
case (B) above, 4 or more modules are required. Hence we conclude that 4 or more modules are
required inall cases.

If the sigmoid is symmetric, then the lower bound on the number of modules required for
complete fault tolerance is 3 (instead of 4). The method used to prove this is the same as above.

This proves Theorem 3 for-32— 3 encoder nets. To show that it is true for 2—n problems
is relatively straightforward. Note that the number of hidden units is still 2, so that the outputs of
the hidden units for input patterns 1 througlecan be represented by poisthroughP,. Once
again, no three of thesepoints can be colinear and allpoints together form a convex polygon
having n sides [20]. The edges of the polygon must have either non—positive or non—-negative
slopes which implies the existence of a set of single faults that necessitate 4 or modules as proved
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in cases (A) and (B) above. This concludes the proof fonthe€ — n case. Q.E.D.
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Input units

@) (b)

Figure 1 : Replication of Hidden Units.
(a) Original net. (b) One extra group of hidden units.

Biases of Output units (shown inside the circles representing the output units) are also scaled by
2.0
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Output layer, n units

Hidden layer, m units

Input layer, n units

(b)

Figure 2 : Encoding nets.

(@) Atwo-layer n—m—n encoding net
(b) A 2-1-2 net with weights and biases
w; and b; > 0 for alli. Unit indices are shown in parenthesis.
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spiral 1 -—
spiral 2« -

Figure 3 : The Two Spirals Benchmark Data [10].

35




|
|

|

|

|
-+
-

0.98

remai n correct

0. 96

0.94

out puts that

0.92

0.9 } hand crafted net — A

sof tware generated net —+--

O_ 88 1 1 1 1 1
0 1 2 3 4 5 6
Nurmber of replications of hidden units

Fraction of total

Figure 4 : Comparison of partial fault tolerance of 3-2-3 encoding nets. A hand crafted net and the
best (out of 100) back propagation generated net.
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Figure 5 : Partial fault tolerance of nets trained onTh Spirals Benchmark (by the Cascade
Correlation algorithm.)
(a) Net with 38 hidden units. (b) Net with 27 hidden units.
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Figure 6 : Partial fault tolerance of nets trained on $umar Benchmark by Back Propagation.
(a) Net with 60 hidden units. (b) Net with 42 hidden units.
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Figure 7 . Partial fault tolerance of nets trained onVoevel Benchmark by the Cascade Corre-
lation algorithm. (a) Net with 1 hidden and 11 output units. One output is “on” for each of the 11
vowels (localized encoding). (b) Net with 3 hidden and 4 output units which produce 4 bit binary
numbers from O to 10 to indicate the vowel.
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Figure 8 : Comparison of random link testing method with exhaustive testing for a typical net
trained on the Two Spirals benchmark by the Cascade Correlation algorithm. All biases are ex-
haustively tested. A fraction of the total number of links are then chosen at random for weight fault
testing. This fraction (th& coordinate) is varied from 1 % to 100 % (exhaustive testing).
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Figure 9 : Comparison of random link testing method with exhaustive testing for a typical net
trained on the Sonar benchmark by the Back Propagation algorithm. The point corresponding to
100 % on thex axis is the result generated by exhaustive testing.

41



0. 998

0. 996

0. 994

Fraction of Qutputs that Remain Correct (Estinmated)

0.992 L

1% of links tested ——

0 1
nunber of replications

Figure 10 : Partial fault tolerance of a typical net with Cascade Correlation on the NETTalk
benchmark. Training set consisted of 200 words which generated 1114 I/O patterns. The net
had 24622 independent parameters (weights and biases) including 75 biases. All bias faults were

2 3

exhaustively tested. 1 % of the links were then randomly tested for weight faults.
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Figure 11 : A geometrical interpretation of the 2—1-2 encoding problem.
please refer to the appendix for details.
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