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1. Given is an RSA signature scheme with the public key (n = 
9797, e = 131). Is this signature valid? x = 4333, sig(x) = 1424
Show all intermediate steps of the algorithm you are using. There 
will be no points for the problem if you do not show the steps.

2. What is the order of the element ββββ=4 in the group Zp with p = 
107? (hint: consider the possible orders in the group.)

3. Compute the private key for the RSA scheme with the following 
parameters:           p = 33, q = 11, e = 17
Show all intermediate steps of the algorithm you are using. There 
will be no points if you do not show the steps.
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4. Given Suppose Bob has an RSA Cryptosystem with a large 
modulus n for which the factorization can not be found, e.g., n is 
2048 bits long. Suppose Alice sends a message to Bob by 
representing each alphabetic character as an integer between 0 
and 25 (i.e.,  A as 0, B as 1, . . .) and then encrypting each 
letter as a separate plaintext character.
(a) Describe how Oscar can easily decrypt a message which is 
encrypted in this way.
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4. (b) One way of fixing this problem is to encrypt several letters 
at once. But even with this approach, RSA is still a deterministic 
cryptosystem, that is, the same sequence of plaintext letters 
maps to the same ciphertext. This allows some form of traffic 
analysis (i.e., to draw some conclusion about the cleartext by 
merely observing the ciphertext). For instance, Oscar can see 
when an earlier message is being sent again, even though he can 
not decrypt the message. Suggest what can be done to change this
situation. The goal is that the encryption yields different 
ciphertexts even if the plaintext is the same.
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5. (Modified) One important aspect of digital signatures is the 
computational effort required to (i) sign a message, and (ii) to
verify a signature. We will study the computational complexity of 
the Elliptic Curve algorithm with the public key (p,a,b,q,A,B) used 
as a digital signature in this problem.
(a) How many point additions and doublings do we need on average
to perform (i) signing of a message and (ii) verification of a 
signature? Assume that q has l l l l = log2 q bits. 

(b) What takes longer, signing or verification?
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5. (c) Estimate the number of inversions, additions and 
multiplications (mod q) required to (i) sign a message, and (ii) to 
verify a signature.
Bonus: Estimate the number of instructions that a 32-bit 
processor will need to execute for llll = 160.
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6. We consider the security services (A) confidentiality, (B) 
integrity, (C) authenticity, and (D) non-repudiation, for a variety of 
simple protocols. The input is always the plaintext x. y is the packet 
sent from Alice to Bob. Describe which security services are 
achieved by the following protocols.
(a) y = [h(x), x], where h(x) denotes a secure (collision resistant 
etc.) hash function.
(b) y = [MAC(x), x], where MAC(x) denotes a secure message 
authentication code such as HMAC.
(c) y = [encS (h(x)), x], where encS () denotes a secure stream 
cipher.
(d) y = encB (x, h(x)), where encB () denotes a secure block cipher.
(e) y = encS (x, sig(xm )), where xm is the last block of a long 
message x.

ECE597xx/Koren Sample Midterm.1.8
 2013 Koren UMass

7. Given is a user domain in which users share the Diffie-Hellman 
parameters αααα and p. Each users public Diffie-Hellman key is 
certified by a CA. Users communicate securely by performing a 
Diffie-Hellman key exchange with certificate and then 
encrypting/decrypting messages with a symmetric algorithm such as 
AES. Assume Oscar gets hold of the CA’s signature algorithm, which 
was used for generating certificates. Can he now decrypt old 
ciphertexts which were exchanged between two users before the CA 
signature algorithm was compromised, and which Oscar had stored?
Explain your answer.


