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1. Substitution ciphers may be subject to frequency attacks. To reduce 
the effectiveness of such attacks groups of k (k>1) letters can be 
substituted individually, i.e., the plaintext is partitioned into groups of k 
letters each and every group is substituted separately (Hill’s cipher).                                   
(a) What would be the key size for k=2? Write an expression for the key 
size as a function of k (k>1) and compare it to the key size for k=1.

(b) The key size can be reduced by using a common transformation for all 
groups of k letters. For example, for k=2 the matrix M below can be 
used to substitute the pair x1x2 by y1y2.                                                   

The calculation is done mod 26, e.g., 

Encrypt the plaintext SNOW using the matrix
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(c) Show that the matrix M*, with h satisfying                     
gcd(h,ad-bc)=1, can be used to decrypt the ciphertext.               
Verify it by decrypting the ciphertext you obtained in (b).

(d) You happen to know that CD is encrypted as RR and JK as OV. 
Decrypt the ciphertext WGTK (known-plaintext attack).

(e) If you can mount a chosen-plaintext attack, which plaintexts would 
you choose? 
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2. Consider an affine cipher for the German alphabet that consists of the 
following letters:

(a) How large is the                                                               
key space?

(b) The following ciphertext was encrypted using the key a=17 and b=1, 
what is the plaintext?     LZBHH
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3. Consider the long term security of AES with a key length of 128 bits.           
(a) Assume that we have a special-purpose ASIC that searches 5x10^8 
keys per second. One ASIC costs $50 and the circuit integration overhead 
is 100%. How many ASICs can be used with a $1M budget? How long will 
an average key search take?

(b) Future prediction based on Moore’s law (computing performance doubles 
every 18 months at a constant price): How many years do we have to wait 
until breaking an AES will take 24 hours (with the same budget of $1M)?
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4. (a) Suppose Alice shares a secret block cipher key, K_{AB} with Bob, and 
a different secret block cipher key, K_{AC} with Charlie. Describe a method 
for Alice to encrypt an m-block message (x_1,x_2, ...,x_m) such that it can 
only be decrypted with the cooperation of both Bob and Charlie. The 
ciphertext should only be a constant size greater than m blocks. You may 
assume that Bob and Charlie have a pre-established secret channel on which 
to communicate.

(b) Now, suppose Alice shares a block cipher key, K_{AB} with Bob, a block 
cipher key K_{AC} with Charlie, and a block cipher key K_{AD} with David. 
Describe a method for Alice to encrypt an m-block message such that any 
two of Bob, Charlie, and David can decrypt (for example, Bob and Charlie can 
decrypt), but none of them can decrypt the message themselves. Again, the 
ciphertext should only be a constant size greater than m blocks.          
Hint: Pick a random message encryption key to encrypt the message with, 
then add ciphertext blocks to the ciphertext header.
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(c) How does your solution from part (b) scale as we increase the number of 
recipients? In other words, suppose Alice has a secret key with each of n 
recipients and wants to encrypt so that any k out of n recipients can 
decrypt, but any k-1 cannot.  What would be the length of the header as a 
function of n and k?   Does it scale well?


